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WEB AND EMAIL SECURITY

M86 SMB Security Suite
Enterprise-class Web and Email Security at a Price to Fit Any Budget

M86 SMB Security Suite is a collection of full-featured, enterprise-class Web and email gateway security solutions that is 
priced for organizations with 500 users or less.

BENEFITS

•	 Protection from Internet-, and email-based threats

•	 Web 2.0 access and management 

•	 Data loss prevention (DLP)

•	 Centralized, robust management and reporting

•	 Bandwidth consumption and control

•	 Regulatory and AUP compliance

•	 Low cost, high-value solution

•	 Flexible deployment options

COMPONENTS
The M86 SMB Security Suite includes full versions of the 
following solutions:

M86 WebMarshal
Web security gateway provides precise policy control over Web 
2.0 and social media to maintain productivity, enforce AUPs and 
prevent data loss. 

M86 Filter List
Award-winning URL database of 100+ categories provides 
maximum productivity and content control.

MailMarshal Secure Email Gateway (SEG)  
Email content security gateway provides total visibility into all 
email content, including within attachments, so businesses can 
enforce policies, protect data and prevent threats.

Marshal Reporting Console (MRC)   
Browser-based console offers reports for security and 
compliance. Provides robust reporting features such as 
scheduling, auto-email delivery and a range of output formats 
including PDF and HTML.

Anti-malware    
Leading anti-malware engines protect against viruses, Trojans, 
worms and spyware.

OPTIONAL ADD-ON MODULES

M86 Blended Threat Module 
A unique solution that protects from advanced threats that 
originate through email and spread via the Web.

Image Analyzer 
Scans and recognizes inappropriate images entering your 
organization via email.
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TRY BEFORE YOU BUY
M86 Security offers free product trials and evaluations. Simply contact us or visit www.m86security.com/downloads
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ABOUT M86 SECURITY

M86 Security is the global expert in real-time threat protection 
and the industry’s leading Secure Web Gateway provider. The 
company’s appliance, software, and Software as a Service 
(SaaS) solutions for Web and email security protect more 
than 25,000 customers and 26 million users worldwide. M86 
products use patented real-time code analysis and behavior-
based malware detection technologies as well as threat 
intelligence from M86 Security Labs to protect networks against 
new and advanced threats, secure confidential information, 
and ensure regulatory compliance. The company is based in 
Irvine, California with international headquarters in London and 
development centers in California, Israel, and New Zealand.  
For more information about M86 Security, please visit:  
www.m86security.com.

DEPLOYMENT

WebMarshal
M86 WebMarshal acts as a Secure Web Gateway and is 
typically deployed between a network firewall and the trusted 
internal network. From here, M86 WebMarshal can analyze Web 
requests and control what content is downloaded or uploaded 
to the Web as well as caching content for efficiency.

M86 WebMarshal deployment options:

•	 As a standalone proxy server

•	 Chained to another proxy on a physically separated server

•	 Chained to another proxy located on the same server

•	 In an array with multiple, distributed M86 WebMarshal 
content processing nodes reporting to, and managed by a 
centralized administration console

•	 Installed as an ISAPI Filter integrated into Microsoft ISA 
Server

MailMarshal Secure Email Gateway (SEG) 
MailMarshal SEG is designed to be deployed as the first 
receiving email gateway in an organization. It is typically 
deployed in the DMZ between the network firewall and the 
trusted internal network. In typical deployments, M86 
MailMarshal acts as the email gateway.

M86 MailMarshal SEG deployment options:

•	 M86 MailMarshal SEG can be deployed in a standalone 
configuration with database logging and the administration 
console located within the trusted environment.

•	 M86 MailMarshal is also specifically designed to support 
multiple distributed mail processing servers configured in 
an array. The array is managed centrally by the MailMarshal 
Array Manager which can control and manage multiple 
nodes. Administration can be performed locally or remotely 
via the M86 MailMarshal Web Console. 

TRY BEFORE YOU BUY

M86 Security provides a free “try before you buy” offer for M86 
SMB Security Suite. Download and trial the Suite free for 30 
days at www.m86security.com/products/security_suite/
m86-smb-security-suite.asp

The trial includes M86 MailMarshal SEG, M86 WebMarshal, 
M86 Marshal Reporting Console (MRC) and both Sophos for 
Marshal and Norman Virus Control for Marshal. To ensure 
maximum flexibility, these products can be downloaded 
separately for installation in the most appropriate location.
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