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M86 Secure Messaging Service

M86 Secure Messaging Service is a new, pure cloud-based email security and management service from M86 Security.
M86 Secure Messaging Service is based on the M86 MailMarshal technology, industry-leading email security software
with more than 7 million users worldwide. M86 Secure Messaging Service integrates the behavioural malware analysis
technology from the M86 Blended Threats cloud service, providing in-depth protection from the latest unknown email

attacks.

OVERVIEW

MB86 Secure Messaging Service incorporates Text Censor,
the industry’s leading content filtering technology, and the
basis for Content Filtering as a Service (CFaaS) practices
for M86 and our partners. M86 CFaaS, along with collective
intelligence updates from M86 Labs, helps organizations
enforce subscriber rules and policies to constantly improve
and adjust email security.

M86 Secure Messaging Service offers the highest performing
anti-spam technology in the industry in a pure cloud system.
Virus BTN, the independent third-party testing service for
anti-spam and anti-virus technology, ranked M86’s Spam
Censor technology (at the core of Secure Messaging Service)
number one in catch rates and false positives in January
2010.

It also enables users to apply detailed control over policies
by customizing email security and content filtering settings.
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KEY FEATURES

e Low cost, highly accurate cloud-based cleansing
of spam and phishing attacks protect corporate data,
assets and systems

e Collective intelligence service delivers continuous
improvement in email security policy, protecting
corporate networks from the latest email-based social
engineering attacks

e Cloud-based Blended Threats behavioral analysis
service protects against new zero-day and unknown
email attacks

e Text Censor-based Content Filtering as a Service
analyzes email text content, creates scoring schema,
manages profanity, confidentiality, and criminality
concerns, and improves compliance

e New tools and interfaces for customer management
and billing/provisioning simplify usage, accelerate
deployment, and deliver an efficient, accurate
subscription billing service
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NETWORK CONFIGURATIONS AND
MARKETING SERVICES

M86 Secure Messaging Service delivers new configurations and
marketing services for partners and ISPs who want to provide
end customers with the latest email protection. Partners can
activate trials within 24 hours, and they have the option to co-
brand or re-brand the service as well as the trial marketing email
automation.

ISPs can consume the service in wholesale, traffic grooming
mode if they prefer to avoid capital expenditures or operating
expenses, while adding a powerful email security service to their
menu of subscriber services. The new billing and provisioning
application, as well as extensions to related APIs, provide ISPs
with complete facilities for integrating M86 Secure Messaging
Service into existing operational support systems.

Finally, ISPs wishing to implement the technology platform in their
own facilities receive a complete cloud node system reference
architecture that addresses high availability, database replication,
scale out and load balancing.
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INFRASTRUCTURE AS A SERVICE

System Requirements, Protocols and Standards
M86 Secure Messaging Service is built on the Rackspace

managed private cloud Infrastructure as a Service (laaS). e Cross browser support: IE 5 or higher, Chrome,
The Rackspace managed private cloud delivers the and Firefox 3.0 or higher

predictable and dedicated hardware performance required e AD/LDAP

of a demanding email security service. Simultaneously, it e SMTP

provides the virtualization and resource elasticity associated
with public clouds. The Secure Messaging Service cloud
node blends next generation virtualization technology with
Microsoft Windows platform technology.

ABOUT M86 SECURITY
MB86 Security is the global expert in real-time threat protection
PUBLIC vs. PRIVATE CLOUD - and the industry’s leading Secure Web Gateway provider. The
[ N g o company’s appliance, software, and Software as a Service
b P (SaaS) solutions for Web and email security protect more than
L= L= mmewatis i 24,000 customers and over 17 million users worldwide. M86
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products use patented real-time code analysis and behavior-
based malware detection technologies as well as threat
intelligence from M86 Security Labs to protect networks against
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o new and advance threats, secure confidential information,
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: and ensure regulatory compliance. The company is based in
T e o Orange, California with international headquarters in London and

The OS and application platforms are fully

customizabie. development centers in California, Israel, and New Zealand.
VIEW SOME "TURNKEY" PRIVATE CLOUD BUNDLES

compute power, storage and bandwidth available

Public Cloud vs. Managed Private Cloud

REPORTING

MB86 Secure Messaging Service provides standard reports
and drill down reporting services. Standard reports offered
include billing, bandwidth savings, message blocking,
growth trends, service levels and more. Drill down reporting
filters are available for message direction, time period,
format, and returned record size.

CONTENT FILTERING AS A SERVICE
This service enables organizations to:

e Block inbound/outbound profanity, racist, sexist or
other offensive content

e Block explicit images and specific attachment types

e Impose size restrictions

e  Block outgoing messages with sensitive or confidential
content

TRY BEFORE YOU BUY
M86 Security offers free product trials and evaluations. Simply contact us or visit www.m86security.com/downloads
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