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The Most Flexible, Robust Reporting Solution Available

The centrally-managed M86 Security Reporter (SR) integrates with the M86 WFR and/or the M86 SWG to manage and store large volumes
of data quickly without impacting performance. Whether deployed as a traditional appliance, virtual appliance or both, the M86 SR enables
organizations to prove compliance, manage productivity and demonstrate the value of their IT security investment easily.

HIGHLIGHTS

Robust, Customizable Reporting

Choose from out-of-the-box templates or
customizable reports that can analyze thousands
of data combinations precisely. Reports can

be scheduled for automatic delivery to various
recipients within an organization.

—
=

1

Flexible Deployment Options

Available as an on-premises appliance, virtual
appliance or a combination of both, the M86
SR gives organizations the flexibility to deploy
reporting conveniently and cost effectively.

Ease of Use

The M86 SR requires no additional hardware,
software or support resources, so installation
and management is a snap. Plus, its intuitive
design allows a variety of users to run reports
easily and quickly.

Extensive Storage Capacity

With a storage capacity of up to 12 TB, the

M86 SR can store data for years, rather than

the typical 30-day limits imposed by competitive
reporting solutions. This enables organizations to
provide long-term proof of compliance.

BENEFITS

Options to Fit Virtual and/or Traditional Environments
Available as an on-premises appliance, virtual appliance or a
combination of both, it gives organizations the flexibility to deploy
reporting conveniently and cost effectively.

Ease of Use

The M86 SR requires no additional hardware, software or support
resources, so installation and management is a snap. Plus,

its intuitive design allows a variety of users to run reports easily
and quickly.

Extensive Storage Capacity

With a storage capacity of up to 12 TB, the M86 SR can store data
for years, enabling organizations to meet regulatory compliance and
legal discovery obligations.

Translates Web Traffic into Actionable

Business Information

Pre-set report templates make it easy to analyze thousands of data
point combinations and put them into a reporting format that clearly
communicates the business impact. All of this is done quickly
without any noticeable delay in performance.

Causes No Network Performance Degradation

Processes millions of lines of data without negatively impacting
other network systems.
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DEPLOYMENT OPTIONS
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Traditional appliance
Deployed as an all-in-one,
standalone appliance,

the M86 SR requires no
additional hardware, software
or support resources.

This minimizes costs and
resources.

Virtual Appliance

The M86 SR virtual appliance
provides the same level

of robust reporting as

the traditional appliance,
but it deploys as a virtual
appliance via VMWare
ESXi4 —on an organization’s
hardware of choice. This
gives organizations the
flexibility to deploy reporting
that fits hardware platform
requirements, capacity
limitations and supported
hardware costs.

Combination of traditional
and virtual appliance

For organizations that

need more than one M86

SR unit, the M86 SR is
available in any combination
of traditional and virtual
appliance options. For
example, an enterprise could
install a traditional appliance
at corporate headquarters
and use a virtual appliance at
a satellite office that has less
space or fewer IT resources.

TRY BEFORE YOU BUY

M86 Security offers free product
trials and evaluations.

Simply contact us or visit:
www.m86security.com/
downloads.
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FEATURES

Hardware Compatibility
Virtual appliance works with various hardware
that runs VMWare ESXi 4X or higher.

Intuitive Executive Reports
Identify anomalous Web activities quickly through
easy-to-read graphical reports.

Custom or “Canned” Reports

Generate “canned” reports using pre-set tem-
plates for quick reference, then drill down for
more detail and customization.

Detailed Forensic Reporting

Uses detailed drill-down reporting to provide
unique criteria that help organizations build
compelling forensic reports. User intent is gauged
by documenting the URLs visited and the search
string used within a search engine text box.

Report Memorization, Scheduling

and Distribution

Saves or memorizes specific data inquiries for
immediate or future access. Custom reports

can be scheduled, executed and automatically
distributed via email at a preferred frequency (e.g.
daily, weekly, monthly).

Archiving

For large installations or networks that generate
significant Web traffic, M86 Security offers
attached storage (up to 12 TB) that collects
historical data for future inquiries.
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Real-time Threat Dashboard

Offers graphical gauge view of online activity,
displaying an organizational snapshot of multiple
threat categories and top offenders based on
predefined thresholds and policies.

Alert Notification

Delivers automatic, predefined notifications via
email, SNMP, or as an alarm in the system tray for
excessive URL activity or bandwidth usage.

Real-time Remediation

Locks out policy violators or users who engage
in potentially threatening activity. The lockout
mechanism —activated manually or automati-
cally—can be set to varying levels of restriction,
from category lockout to complete quarantine.

Bandwidth Management and Reporting
Provides real-time management and monitoring
of inbound and outbound bandwidth activity by
protocol, port and user.

Trend Charting

Displays historical trending of Web activity and
bandwidth usage based upon predefined catego-
ries or protocols.

M86 Security is the global expert in real-time threat protection and the industry’s leading Secure Web Gateway
provider. The company’s hardware, virtual appliance, software, and Software as a Service (SaaS) solutions for Web
and email security protect more than 25,000 customers and 26 million users worldwide. M86 products use patented
real-time code analysis and behavior-based malware detection technologies as well as threat intelligence from M86
Security Labs to protect networks against new and advanced threats, secure confidential information, and ensure
regulatory compliance. The company is based in Irvine, California with international headquarters in London and
development centers in California, Israel, and New Zealand. For more information about M86 Security, please visit:

www.m86security.com.
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